


A Recipe for Agenda Setting in Echo Chambers?
An Analysis of Digital Campaigning in Recent Elections
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Ingredients:

Big Data
Canvassing Apps
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No News: Big Data in U.:S. Elections

Demographic: Psychographic:
Age Advertising resonance
Gender Car usage
Ethnicity Consumption
Religion Credit history
Education Political engagement
Income Mobile phone usage

Home ownership

Socio-economic status
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Big Data Canvassing Apps:

First tis:ed by Ted Cruz

o

i

nda Setting in Echo Chambers




C - :
Wil ATET = 7:49 PM )|
- OBAMA @ BIDEN

Take Action

Join the fight 10 move the country forward.

(e : o

Ragmter volers with www.goltaregister.com.

No, not by Obama.

(A

Find volunteers and join a team near you

L ' : J

Talk to local voters and access your VAN lists,
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The Obama App: A digital clipboard

CRM

Campaign
SAAS

suggests addresses returns success
and default text with reaction
profiles

Canvassing
App
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The Ted Cruz app
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Cruz Crew App: Data mining combined with a sniffing app

Salesforce helps profiling Cambridge | enriches data
CRM Analytica 10 TB data
Campaign
SAAS

Data and tailored
messages

to inform your

, triend -
Canvassing Facebook renas Facebook

App Friends

connects to
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... also known as "“The Stazi App"’
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Cruz Crew App: Data mining combined with a sniffing app

Salesforce helps profiling Cambridge enriches data
CRM Analytica 10 TB data
Campaign
SAAS
and further
Data and tailored enriches the
messages profiles
to get your
i friends data '
Canvassing Facebook = calhen
App Friends

connects to
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Ingredients:

Psychographic Models
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Psychographic Models: Associated with ““"Cambridge Analytica"

AGAZ!N 3 _!.ETZT\EAUSGABEN

he amama \ “
L habe ur gezeigt, dass es die Bombe
gibt
Der Psychologe Michal Kosinski hat eine Methode entwickelt, um

Menschen anhand ihres Verhaltens auf Facebook minutios zu
analysieren. Und verhalf so Donald Trump mit zum Sieg.

f v =

Von Hannes Grassegger und Mikael Krogerus
Das Magazin N°48 - 3. Dezember 2016

PORTRAT: LAUREN BAMFORD
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Cambridge Analytica: Assumed to be engaged in all sorts of activities

= > Youlube™

Cambrige
Analytica

Did Cambridge Analytica play a role in the EU referendum? - BBC Newsnight
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What does Cambridge Analytica actually offer?

Demographic: Psychographic:

Age Advertising Resonance
Psychology Q )
Gender Openness Q Persuasion Car Usage

Conscentiousness Strateqgy _
Ethnicity Extraversion Reciprocity Consumption
Agreeableness Scarcity o
Religion Neuroticism Authority Credit History
: Fear
Education Social Proof Political Engagement

Income Mobile Phone Usage

Home Ownership

Socio-Economic Status
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OCEAN: Personality Traits m"’@w

The OCEAN five-factor personality model defines different traits in personality
across demographics and all methods of observation

OCCOO

Do they enjoy Do they prefer Do they like spending Do they put people’s Do they tend
new experiences? plans and order? time with others? needs before theirs? to worry a lot?

www.youtube.com/watch?v=6bG5ps5KdDo




High Conscientiousness / Agreeable E!B“”‘?éfa&‘

OCEAN Insight

* Highly conscientious people are
rational and detail oriented.

* Agreeable people tend to put
community and society needs ahead
of their own

Zero qas, zero oil changes and zero (02 emissions

Equpment Group S00A

Visual
*» Shows several fact-led arguments




&

High Extraversion

OCEAN Insight

» Highly Extraverted people often seek
to engage with experiences and tend to
respond to excitement and attention

Visual
* An emotional, experiential argument

MUSTANG.

Powerful. By Design.




Are psychographics overrated?

It turned out to be

of no strategic value
at all (...)

In the end it was just
bullshit.

Rick Tyler
Former Ted Cruz

campaign spokesman

BBC Newsnight,
www.youtube.com/watch?v=_4sLMwdpF9U,
8:37
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Ingredients:

Geomarketing
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Which data may be used without consent in Europe?

Psychographic:

Demographic:
Age
Psychology Q )
Gender Openness Q Persuasion
Conscentiousness Strateqgy
Ethnicity Extraversion Reciprocity
Agreeableness Scarcity
Religion Neuroticism Authority
- Fear
Education Social Proof
leeomoe
Home Ownership
Socio-E ic Staf
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Which data may be used with consent in Europe?

Demographic: Psychographic:
Age Advertising-Resonance
Gender CarUsage
Religion - odit it
Education Political Engagement
Income Meblle2honotsego
Home Ownership

ocioE St
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Which data may be used with consent in Europe?

Demographic: Psychographic:
Age Advertising Resonance
Gender Car Usage
Ethnicity Consumption
Religion Credit History
Education Political Engagement
Income Mobile Phone Usage

Home Ownership

Socio-Economic Status Location Data
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Difference: Open Questions - analyzed by Language Detection

In your opinion, what works well in [France]?

In your opinion, what doesn't work well in [France]?

What works well for you?

What doesn't work well for you?

What positive things happened to the people around you?
What problems bothers the people around you?

What gives you hope concerning the future of [France]?
What are you afraid of concerning the future of [France]?
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Macron: Location Based Data mining

Address helps profiling _ enriches data
DB Data Analysis Election results,
Demographic
data, Geo-
Website Marketing data
Backend Returned
guestionnaires
Data and tailored Performance
messages data
. d' t . . .l f
Canvassing coordinates Social Media SRR
App Usage
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The CDU App

wegewerk.

09:41 < © % 100 % w4 |

Unterstltzer +

STANDORT

ADRESSE
© Adresse per GPS ermitteln

A letzte Adresse verwenden

StraBe




CDU App: Ambitious privacy but less strategic value

Address helps profiling _ enriches data
Data Analysis .
DB Election results,
Demographic
Website data
Backend Returned
’ :

Data and-tatored Performance
FResSages data

Canvassing coordinates | Social Media Frionds

App Usage
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Ingredients:

Echo Chambers
Filter Bubbles
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The Alt-Right Echo Chamber in Germany

wegewerk. Agenda Setting in Echo Chambers

http://gfx.sueddeutsche.de/apps/e502288/\;vww/
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How the SM algorithms work as gatekeepers:

Common
Friends
Shares 4
Consternation L Display Format
level Virality likelihood preferences
Likes
Time
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Facebook Efficiency before German GE 2017

Facebook fans (in thousand)

LINKE GRUNE
4,1%o0 1,1%o 1 %o 0,9%o 0,8%o 0,6%o 0,4%o

I

AFD FDP CSU CDU LINKE SPDGR
Average likes (per posting)

Source: Quintly / WIREED until April 2017
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AfD Bayern
13 September at 03:21- ©

A typical AfD post.

Investieren Sie 175,- Euro am Tag in Ihre Kinder?
Sie kénnen sich das nicht leisten? Fir andere zahlen Sie bereits!

175,- Euro kostet ein minderjéhriger unbegleiteter Fliichtling am Tag und
damit monatlich tber 2.000 Euro mehr als das bekannte Eliteinternat
Salem.

Beenden Sie am 24.09.2017 den Wucher der Sozialindustrie: AfD wahlen,

Mehr zum Thema Zuwanderung und Asyl:
https://www.afd.de/zuwanderung-asyl/f

Kostenexplosion verhindem!

Alter & ldentitat

von ,AIVV
feststellent

*unbegletete minderjéhrige Auslénder
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Not much difference in content strateqgy apart from length.

Average length of text (in letters)
LINKE GRUNE

_--Ei-nl__

FDP
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Ingredients:

Fake Accounts
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apjodzieu Aq palin|q ‘ajyold Jepim | [euIbluO

about me: Irina, 17,
Deutsch-Russin,
Ballett-Tanzerin, lieb,
treu, zuverlassig.
New Friends? Yes,
please! Dear
followers, thank you

Balleryna
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Fake Profiles also on Facebook

Russian Chess Player
Boris Grachev

| Der EURO schadet Europal
£ .| Uwe Hampe

T et

Chronik Info Fotos Freunde Mehr ¥

Shelly, ,Hottest College
Girl in America" 2010

+1 Freundin hinzufiigen

Jaqueline Muller Nachricht senden # ~

Chronik Info Fotos Freunde Mehr +
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How the SM algorithms work as gatekeepers:

.@

Consternation
level

Virality

Display Format
likelihood preferences
Time

S

wegewerk. Agenda Setting in Echo Chambers
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Heavy Use of Facebook Groups

All administered by the same Fake accounts

AfD 51% - das ist unser Ziel ! ! ! - o Dr. Frauke Petry <F anGRUPPE . Dr. Frauke Petry- Fancm,B

@ Closed Group

@ Closed Group

vvvvvvvvv

Some of them hijacked on 3 September 2017
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Ingredients:

Clickbots
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How the SM algorithms work as gatekeepers:

Consternation
level

Virality

Shares

Common
Friends

Display Format
likelihood preferences
Time

F v,

wegewerk. Agenda Setting in Echo Chambers
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Clickbots in US Elections 2016

L

37,2% @ @ 22,3%
Bot share of all pro 0T Bot share of all pro
Trump Tweets at the Clinton Tweets at the
first presidential debate first presidential debate
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Clickbots in German GE 2017

* Only AfD announced to use bots.

® Other parties unilaterally
dismissed the idea

* De-facto “Code of Conduct”
seemingliy prohibted usage

® AfD later claimed not to have
used bots

wegewerk. Agenda Setting in Echo Chambers
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Ingredients:

Fake News
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How the SM algorithms work as gatekeepers:

Shares

Virality

Common
friends

L) |
—

Perception
likelihood

[ |

wegewerk. Agenda Setting in Echo Chambers

Likes

Format

preferences

7

Time
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Fake News in the German GE 2017

|dentification too easy - rather satirical cases

17. - 21. April

XI. Parteitag der SED

59,
Fur ein Land, in dem
gut und gerne lebe

AE g 1
v ‘
h I“ ALLES ZUM WOHLE DES VOLKES ! |||l|{ ‘
] i1 il LULT

ne

Fiir ein Deutschland,
in dem wir gut
und gerne leben.

Alle Kraft zur Starkung unserzs] ‘ ||
sozialistischen Vaterlandes | |
a |
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Fake News in the Germen GE 2017

|dentification too easy - rather satirical cases

DIGITALISIERUNG -  INTERESSIEREN SCHON
ANDERT ALLES. INHALTE, WENN MAN SO
WANN ANDERT EIN GEILER

SICH DIE TYP IST?

POLITIK?
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Quick Reaction Teams

- "“Green Net Fire Brigade”
- Whatsapp Group against FakeNews even at the Left Party
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Ingredients:

Polarisation

wegewerk. Agenda Setting in Echo Chambers 57172



How the SM algorithms work as gatekeepers:

Shares

Virality

Common
friends

L) |
—

Perception
likelihood

[ |
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Likes

Format

preferences

7

Time
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Polarisation strategies in the German GE 2017

For the last months of the Campaign AfD engaged Harris Media:

WARUM HABT
IHR NICHT
UBER MERKELS
VERSAGEN

. 1 ¥
‘ DIE CDU UND DIE

@ -

Y EIDBRECHERIN HABEN DEUTSCHLAND

( - | W ;! o v
INS UNGLUOCK GESTURZT! N

e \ ¥
= fvﬁ-s,_,e
-‘ ‘\

ST T
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Ingredients:

Microtargeting
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Share of Sponsored Posts of all Posts

Findings from April 2017, when some Parties haven't started yet:

LINKE
FDP
AFD
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Which data does Facebook offer for targeting?

* Data specified by the users

* What users liked

* Specific Locations

* Users post opening behaviour

= Youruploaced defaulthist et Ll
without explicit consent

Even though quite precise - sometimes inefficient targeting:
* SPD reaches Green Party Members
® Kern advertised in Germany
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Ingredients:

Dark Ads
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Dark Ads used by the Christian Social Union of Bavaria (CSU)

Advertised on Facebook only to friends of RT:

o«

MBI HE XOTUM
pecnyO/nnKy, rie
3aCu/ibe JIEBBIX CUI 1

MY/IbTUKY/IBTYPaiu3M
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Dark Ads used by the new extreme right AfD

Islamophobic Poster removed during campaign but prevailed in SM

,Der Islam?” l

Passt nicht zu
unserer Kuche.

AfD
Diese Seite gefalit mir

,Der Islam?”
Passt nicht zu
e Gefillt mir W@ Kommentieren # Teilen

unserer Kiuche. i ---.. T
1.297 Mal geteilt <:> 100 K v

Vorherige Kommentare anzeigen
Stin Ich mag Euch ja eigentfich aber fOr mich
als Vegetarier und Tierschitzer ist das eine
extrem dumme Werbung und darf nicht die
Botschaft einer Volkspartei sein. Also besser hin
und wieder mal nachdenken.
Gefillt mir - Antworten - @ 1- 3 St

Melitta Genau
Gefalit mir - Antworten

Ridvan Ab heute strenge ich mich an, um
in diese kucne zu passen. 22

nsallah
Gefalit mir - Antworten - 125

Dieter Eigentor, Die Schweine freven sich
Ober den Isiam, denn der verschont die armen

TRAUDICH AfD
DEUTSCHLAND!

wegewerk. Agenda Setting in Echo Chambers 6572



AfD SM Ad Strategy

FB-Interest

AfD ad message

Angela Merkel

Refugees must have a passport
No family reunion for refugees

Liberals (FDP)

Less bureaucracy for SMEs
Back to the Deutschmark

Liberalism

Back to the Deutschmark
Spendings per refugee

NachDenkSeiten
(Counter-Information Project
for the Left)

No more fees for public broadcasting
Stop TTIP & CETA

Source: WhoTargetsMe/BUZZFEED

wegewerk. Agenda Setting in Echo Chambers
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Not so dark Ads presented on the Left Party Facebook video page

Minimalismus - weniger
mehr

. s
DOLustig sein und lachen
kannst du SpaB haben...

ﬂ DIE LINKE @ ik Seite gefallt mir | ***
o o
~— N

Lieber Cem Ozdemir und liebe Katrin Géring-Eckardt. Nicht vergessen: Einen sozialen und
6kologischen Politikwechsel gibt es nur ohne CDU/CSU. Denkt dran, wer sich an Merkel bindet,
bekommt Seehofer dazu - und damit auch die Obergrenze fiir Fliichtlinge.

gve,  Daniel Wall
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Not so dark Ads presented on the Green Party Website

Foto: © Getty/tomeng

Online-Marketing transparent W

Es ist keine Neuigkeit, dass Wahlkampf auch online gefiihrt wird. Dabei
setzen wir nicht nur auf organische Reichweite, sondern auch auf M
bezahlte Werbung, die an genau definierte Zielgruppen ausgespielt wird.

Diese Anzeigen kénnen zundchst nicht von allen Biirgerinnen und

Biirgern gesehen werden. Das ist kein Geheimnis und im

Onlinemarketing durchaus gangige Praxis. Wir wollen allerdings fiir

Transparenz sorgen und veroffentlichen deshalb an dieser Stelle alle

unsere Anzeigen:

000

E BUNDNIS 90/DIE GRUNEN

11.07.2017

Sorg mit Grin fur bessere Aussichten!

wegewerk. Agenda Setting in Echo Chambers
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Ingredients:

What's the recipe?
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Ingredients:

Questionnaires
D2D Apps

Microtargeting
SM Network

Engaging Content
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Unsure: Dark Ads

Sure, if campaigning messages differ by audience ...

® contradictory aims may be selectively presented

* there's no more need to present solutions for conflicting interests
® you sustain echo chambers.

But:
* you might want to engage audiences who need a different starting point
in the debate

® as long as you just use different wording without twisting your message
it might be an effective means to build bridges into echo chambers
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Questions? Comments?

Juri Maier
juri.maier@wegewerk.com

wegewerk gmbh

saarbricker straf3e 24 | 10405 berlin | germany

www.wegewerk.com | www.twitter.com/wegewerk | www.facebook.com/wegewerk
t +49 30 213087-0 | f +49 30 213087-17

E®O
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wegewerk. thank you



